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IDENTITY THEFT: How it Happens

And How You Can Prevent It
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CAR LARCENY
PREVENTION

Remember to lock
your vehicles and take
your keys with you.
Keep valuables out of
sight.

Immediately report all
suspicious activity to
the police.

Emergency: call 911
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You’ve just submitted your application to refinance your mortgage - after all, rates are
still at an all-time low so you can’t go wrong. What you weren’t expecting is that call
from your loan officer—your head starts spinning as you hear about the now delin-
quent accounts that you NEVER even opened. You’re identity has been stolen and
your credit has been trashed... How do these thieves steal the identities of others and
what can we do to prevent it?

Thieves can acquire the identities of others in a variety of ways:

e They get information from businesses or other institutions by: Stealing records or
information while they’re on the job, bribing an employee who has access to these
records, hacking these records, or conning information out of  employees

e Steal your mail, including bank and credit card statements, credit card offers, new
checks, and tax information

¢ Rummage through your garbage on trash pick-up day

e Steal credit or debit card numbers

e Steal your wallet, purse, or briefcase

e Steal personal information they find in your home

e Steal personal information from you through email or phone by posing as legiti-
mate companies or contractors

Here are some things YOU can do to protect yourself from identity theft:

= Shred any papers or correspondence containing your personal information before you
throw it away, to include credit/debit cards, and pre-approved credit card applications

= Check all of your account and bill statements regularly and be alert to any unrecognized
transactions

= When creating a password or PIN, choose passwords that are easy to remember, but hard
for others to guess

= Be aware of people around you when using an ATM or standing in line paying for grocer-

ies

J

Never give personal information over the phone

J

Make a list or copy of all your credit cards and their phone numbers to call if they are lost
or stolen. Photo copy front and the back of each card

= Check your credit report as often as possible—you can obtain a free copy once a year from
each of the three main reporting agencies, so stagger your requests every four months to
review them throughout the year.
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BUSINESS WATCH

The Virgini a Beach Police Department 0s adr
prevention program available for Virginia Beach merchants and business professionals.
Business Watch is an organized program that is tailored to meet the specific needs of the
business community, during the holiday season and also throughout the upcoming year.
By participating in Business Watch, businesses will receive crime prevention tips,
business security assessments, crime statistics upon request and a Business Watch
decal. Participating businesses can receive training for their managers and employees on
the topics of robbery, credit card fraud, workplace violence, shoplifting, burglary, and
personal safety. In addition, businesses will be alerted when crime is occurring near your
location and/or when criminals are targeting businesses similar to yours.

If you are interested in participating in Business Watch, please contact the Virginia Beach
Police Departmentods Cri me Pr ev1e06toi email ud ati t

*SAFE* SHOPPING ONLINE

Choosing a store:
« If you are not familiar with the business, do your research to be sure they

are legitimate. Call their phone number, so you know you can reach &L’

them if you need to. S8
e Research online to find out what other shoppers have to say. % é /
« Read their privacy policies to find out if they will share your information.
« Review their shipping methods and policies, and their return policy.
« Know what you are getting. Review the product description closely.

Computer security:

e Donét fall for -up. false email or pop

« The company should only require personal information that is necessary for the purchase.

e The website should use secure technology. When you get to the screen where you enter your
credit card number, make sure that the web address begins with https and check to see if a tiny
padlock appears at the bottom right of the screen.

« Update your web browser.

Paying for your purchase:

o Paying by credit card is the safest and quickest way to shop online. The federal Fair Credit Billing
Act gives you the right to dispute credit card charges for goods or services that you never re-
ceived, never ordered or that were misrepresented to you.

« Do not use a bank card connected to your checking or savings accounts.

Keep a paper trail:

e Print and keep your receipts and order information.

e When your credit card statement arrives, check it for any unauthorized purchases.
e Trust your instincts!

For more information, visit the Federal Trade Commission website at www.ftc.gov.

at



Have You nAnBprgohedo Your

Try This Home Security Checklist and Find Out!

Hom

During the winter months, especially around the holidays, burglaries are a concern as folks are leaving valu-
able presents under trees and stashed throughout their homes. Just one burglary in your community in the
course of a year is one too many! While it is impossible for officers to watch every home in every community
during his or her shift, it is possible for homeowners to make their homes harder targets for criminals. Take a
few moments and utilize this home security checklist to see what you need to do to burglar-proof your home:

DOORS:

Exterior doors Kept 10CKEA? ........oooiiiiiiiiieieceeee e Yes/No
Exterior doors of solid-core construction at least 17 thick? ...........coooeiiiiiiiiinii, Yes / No
Exterior doors fitted with deadbolt with 17 throw? .........cccoiiiiiiiiiiiieee Yes/No
Door strikes secured with 10ng SCTeWS/DOIS? .....ccvieeiiiieiiieeiecee e Yes/No
Sliding glass doors locked and fitted with track locks, Charlie bar, or wooden rod? ............ Yes /No
Side entry from attached garage equipped with deadbolt 1ock? ........c..cccevieiiniiiininnnn. Yes / No
WINDOWS:

Are all windows secured by pins OF IOCKS? .......ccvieiiiiiiiiiiiieeieeciecie e Yes /No
Double-Hung sash windows pinned? ............coceiriiiiiiiieiiiee e Yes / No
Window air conditioner secured to Window frame? ...........c.ccoceevirieniiiinenieeeeee Yes/No
Sliding glass windows fitted with track locks or wooden rod? ..........cccccoceeviniiiiiniiniencnnnn. Yes / No
Basement windows locked and secured? ..............ocevieiinienieiiiienee e Yes/No
LIGHTING:

Front and rear porch lights present and WOrking? ...........cccccoevveviieiieniiieiiienieeeeeee e Yes /No
Motion-sensing lights along sides and rear of home? ............ccccoviiiiiiniiieiiiiieeeeeeee Yes /No
Motion-sensing or floodlight over garage entrance? ..........ccoceevevieeieiieeiieeenieeeriee e Yes / No
Interior lights 0N tIMETS? ...c...ooiiiiiiiiiiieie ettt Yes/No
LANDSCAPING:

Shrubbery trimmed to below window-sill height? ............cccccovviiiiiiiiiii e, Yes/ No
Shrubbery trimmed away from entrances so that they are visible from street? ....................... Yes/No
Trees trimmed at least 4 feet from ground level to allow visibility from the street? ............... Yes/ No

YARD, GARAGE & DRIVEWAY:

IS the yard fENCEA? .....ccvieeiieeee et et et e ae e e Yes / No
Is fencing in good repair with locking gates? ..........cccoeeiiiiieiiiiiieiieeee e Yes / No
Are garage doors and side entrances 10cked? ..........oocvvveiiiieiiiiiiiieee Yes/ No
Are all garage Windows COVETEA? .......cciiiiiiiiieiiieiiecieeieee ettt et Yes/ No
Are ladders or other climbing aids such as garbage cans, lawn furniture secured? ............. Yes / No
Are bicycles, lawnmowers, power & yard tools stored in locked garage or shed? ............... Yes/No
Are house numbers visible from Street? ...........ccoiiiiiiiiiiiiiieee e Yes / No

For more information on home security tips and/or to have a Crime Prevention Officer come out to assess your

home, please contact the Crime Prevention Unit at 385-1006. Officers are available upon request to do a home

security assessment (always free of charge) and let you know what you need to do to make your home a harder

target for criminals!

N
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UPCOMING MEETINGS & ADDITIONAL RESOURCES

0 The Virginia Beach Crime Prevention Steering
Committee meeting meets at 7pm on the second

Wednesday of each month at Plaza Middle School in Phone numbers:
the “KIVA” room. For more information, contact MPO
Jim McElligott at 385-1330. Emergencies or crimes in progress -

9-1-1

0 For lectures by a Crime Prevention Officer, please
contact the Crime Prevention Unit at 385-1006. Some
available topics are Personal Safety, Youth Safety, 385-5000
Senior Safety, Home Security, Identity Theft,
Shoplifting and Robbery Prevention, and establishing a
Neighborhood Watch.

Non-emergency police/fire/rescue -

City information/services/news/
events - 3-1-1
¢ Explorer Post 911 meetings are held the 2nd and 4th If dialing from a cell phone, call
Thursday of each month. Members must be between the 14, 385-3111.
in the 9th grade, and no older than 21. For more information

about membership, visit vbgov.com or contact MPO David
Nieves at 385-1338.

0 Report graffiti problems at vbgov.com. The Code Newsletter compiled and edited by
Enforcement Division can remove graffiti that is on members of the Crime Prevention Unit
private property and visible from the public right-of- All or parts of this newsletter may be copied.
way, at no cost to the property owner. Questions or comments, please call 385-1006

VIRGINIA BEACH POLICE DEPARTMENT
Crime Prevention Unit

2509 Princess Anne Road

Municipal Center, Building 15

Virginia Beach, VA 23456



